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Revised BITS Payments Risk Competency
Framework: Background and Context

B The Revised BITS Payments Risk Competency
Framework (see page six) is atool with broad utility
across payment applications and payment
providers.

— The framework is designed to be utilized by:
— Financial institutions
— Third party payments providers
— ACH providers
— Regulators
— Card networks
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Revised BITS Payments Risk Competency
Framework: Background and Context

B The framework can feed existing or new regulatory
risk assessment approaches, with positive industry
consequences. It can provide:

— Clearly defined high level best practices for payments
fraud mitigation with clear guidance on how to achieve
sustainable risk management excellence.

— A more robust, standardized approach for evaluating the
guality of payments risk management across a wide range
of risk environments and relevant institutions.
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Revised BITS Payments Risk Competency
Framework: Background and Context

B The Payments Risk Competency approach provides
a standardized framework to relate risk
management practices to the scope and complexity
of a firm’s payments business risk:

— Enables the development of specific risk management
practices that are appropriately scaled to the scope and
complexity of payments risk (see illustrations on pages
seven and eight)

B The Framework’s risk management practices
suggest an approach to embedding risk mitigation
Into existing process, instead of executing them as

stand-alone compliance procedures.
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Revised BITS Payments Risk Competency
Framework: Background and Context

B Benefits of a Sustainable Payments Risk
Assessments Approach:

— Mature Risk Tools, Measurement and Analysis and
Communication practices enable timely recognition of a
changing risk profile

— Mature Governance structures, Policies, Standards and
Procedures establish management’s expectations

— Independent review of payments risk management process
confirms the effectiveness of the program

— The ultimate business benefit is reduced operational
losses
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Risk Competency Framework Informs Aggregate Risk Assessmen

Revised Payments Risk Competency Framework

Awareness and
Communication

Governance, Policies, Standards Audit and Competency

Level Assessment

Level 5:
Optimized

[Skills required for effective
lpayments risk mitigation
are not identified. A

land no formal training
loccurs.

[Minimum skill requirements|
for effective payments
mitigation are identified for
critical areas. Training is
[provided in response to
Ineeds or events, rather
than on the basis of an
lagreed plan, and informal
training on the job occurs.

[Skills requirements,
including the development
of a payments risk

[Skills requirements are
routinely updated for al
areas, proficiency is
lensured for all critical
areas and certification is
lencouraged. Mature
training techniques are

[Continuous improvement
jof skills, based on clearly
defined personal and
lorganizational goals, is
lencouraged. Training and
leducation support external
Ibest practices and use of
leading edge payments
irisk mitigation concepts
land techniques

lleaders are used for
uidance.

[Recognition of the need for the
lpayments risk mitigation
Iprocess is emerging. There is
poradic communication of the

0 act. Management has begun
0 communicate regularly on
lpayment system risk mitigation
issues. Communication

organizational structures, but
Inot between silos.

echniques are applied within
and across organizational lines
and standard communication

here is forward-looking
lunderstanding of payments risk

action to be taken to effectively
Imitigate risk. Exceptions are

here are ad hoc approaches o
lpayments risk mitigation processes

nd practices. The processes and
Ipolicies are not consistently defined.

here is no oversight of payment
lproduct risk or performance.

lprocedures may exist. There is an
linformal group that meets
occasionally to address specific
lpayments loss events and designs
pecific risk mitigation procedures to
ddress these events.

A standing

[Payments risk mitigation process is
ound and complete; interal best
practices are applied across multiple

eas of the business. All aspects of
he process are documented and

[External best practices and standards
lare applied. Process documentation is|
evolved to automated workflow.

[No systemic processes exist to measure the|
source, magnitude and direction of
lpayments risk, either from new or legacy
lproducts or services. Some desktop based
risk mitigation tools may exist, on a one-off
lbasis. Management is unaware of the cost
mpliance vs. the_risk of inaction.
[Management begins to reactively assess
lpayments risk inherent to existing
loperations, products and services. A
knowledge base of payments risk and
lcommon approaches to the use of
lpayments risk mitigation tools exist and
laccrues to those who produce the initial
lassessments but it is not well understand
loutside of the local project team. Vendor
ools may have been acquired, but are
lprobably not applied correctly, and may
leven have not been used or properly
implemented.
[Management begins to proactively develop
lpayments risk tolerances, limits, policies,
lprocedures and objectives. A plan has been
defined for use and tools have been
Istandardized to automate the payments risk
Imitigation process for basic purposes.
[Formal responsibility for measuring and
reporting risk is assigned. Ad hoc tools are
lused to acquire data used for risk
Imanagement but may not all be in
laccordance with the agreed plan, and may
Inot be integrated with one another.

[Formal metrics are refiable, disseminated,
land used to manage tolerable payments
risk. Data analysis tools evolve from ad hoc
to either off the shelf or robust in-house
solutions, and some have been integrated

jth other related tools. A wide range of
payments risk mitigation techniques are
lused, with appropriate actions taken by
Imanagement on a timely basis. The FI has
Ibegun to benchmark itself against industry
lperformance metrics. Processes for
lcapturing new types of payments risk are
reliable and extended before entry into new
lbusinesses or association with new
lpartners.

[Payments risk management metrics
increase in number and sophistication, and
Imay include online or real time tools. These
tools are fully integrated across the
lenterprise to enable end-to-end support of
the processes. Enterprise wide monitoring
land issue remediation is in place and as a
result the FI has the ability to monitor
transactions seamlessly across channels.

he FI routinely benchmarks against
industry performance metrics and typically
lexcels. A portfolio approach is used to
identify and aggregate enterprise-level
(cross channel payments risks. The entity is
lcompletely up to date with both regulatory
requirements and any relevant regulatory
lguidance

Quality of
Risk
Management

Satisfactory

Aggregate Risk Matrix

Quantity of Risk

Low to
Moderate

Moderate to
High

Low to
Moderate

Moderate to
High

*Source: Comptroller's Handbook - Large Bank Supervision



ACH Monitoring Red Flags Matrix

ODFI Trigger Response by Maturity Level

Control Objective

Risk

Monitoring Red Flag

Low (1-2)

Mid (3)

High (4-5)

Ensure Originator/Third
Party is engaged in the
business described
during initial
underwriting.

Business engages in high-
risk or prohibited activities
that introduces potential
loss in payments system.

Percentage of returns in each
category (NSF, Invalid, and
Unauthorized) for Originator/Third
Party above the industry average.

Interim Site Visit

Enhanced
Monitoring or
Interim Site Visit

Define and
follow risk-
based
response plan

Ensure changes in
Originator's/Third Party's
business model are
detected.

Originator's/Third Party's
business model has
changed since original
underwriting presenting an
increased risk to the
payments system.

Change from underlying
Originator/Third Party regarding
agreed upon frequency of sends,
file sizes and settlement times.

Immediate
customer contact
AND Interim Site
Visit. Update
Underwriting.

Immediate
customer contact
AND Enhanced
Monitoring or
Interim Site Visit.
Update
Underwriting.

Immediate
customer
contact AND
Define and
follow risk-
based response
plan. Update
Underwriting.

Ensure changes in
Originator's/Third Party's

business model are
detected.

Originator's/Third Party's
business model has
changed since original
underwriting presenting an
increased risk to the
payments system.

Change from underlying
Originator/Third Party regarding
agreed upon transaction types.

Immediate
customer contact
AND Interim Site
Visit. Update
Underwriting.

Enhanced
Monitoring or
Interim Site Visit.
Update
Underwriting.

Define and
follow risk-
based response
plan. Update
Underwriting.

Ensure changes in
Originator's/Third Party's
business model are
detected.

Originator's/Third Party's
business model has
changed since original
underwriting presenting an
increased risk to the
payments system.

Exceeding three-day aggregate
limits.

Immediate
customer contact
AND Interim Site
Visit. Update
Underwriting.

Immediate
customer contact
AND Enhanced
Monitoring or
Interim Site Visit.
Update
Underwriting.

Immediate
customer
contact AND
Define and
follow risk-
based response
plan. Update
Underwriting.

Ensure deterioration in
Originator's/Third Party's
business conditions are
identified on a timely
basis.

Additional Considerations:
higher maturity levels?

Originator/Third Party is
experiencing cash flow
problems or other issues
that are impacting ability to
settle transactions.

Originator/Third Party has other
classified (high risk) credits with
the ODFI or interim financials
provided by Originator/Third Party
indicate material change in
financial condition.

Coordinate
response with
other Business
Lines

Coordinate
response with
other Business
Lines

Coordinate
response with
other Business
Lines. Follow
risk-based
response plan.

(1) Would Maturity Levels 1 and 2 monitor these type red flags? (2) Would these expectations encourage adoption of
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