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BITS Security Forum:   

“Securing Data in Web-Based Business Applications” 
March 6-7, 2008 

Ritz-Carlton, Pentagon City, Arlington, VA 
 

Purpose:  To examine strategic security implications of web-based business applications 
from a business, operational, and legal/regulatory perspective.   

 
Agenda (as of February 25) 

 
Day One - Thursday, March 6, 2008 
7:00 am Registration and Hot Buffet Breakfast Sponsored by VeriSign 
8:00 am Welcome and Opening Remarks Tom Doughty, Prudential Financial and 

Chair of the BITS Security Committee 
8:15 am Evolution of Web-based Business 

Applications: Social Networking, Mobile 
Banking, and Alternative Reality Sites  

Eric Hanselman, IBM  

9:00 am A Brief History of the Approaches to Securing 
Web-Based Business Applications 

Matthew Moynahan, Veracode  

10:00 am Break Sponsored by VeriSign 
10:30 am Panel 1:  New Opportunities and New 

Security Challenges with Web-Based 
Business Applications including Changes in 
the Threat Model 

Moderator:  Paul Smocer, BITS 
Doug Cavit, Microsoft  
Mason Brown, SANS  
Kurt Roemer, Citrix  
David Mortman, Echelon One 
Fran Rosch, Verisign 

12:00 pm Networking Lunch Sponsored by Fortify Software 
1:30 pm Panel 2:  Protecting Security at the Network 

Level:  Open vs. Closed Strategies and the 
Role of Telecommunication Providers in 
Web-Based Application Security 

Moderator: Jim Routh, DTCC  
Rob Clyde, Symantec  
Peter Tippett,Verizon Business 
Duncan Sparrell, AT&T 
Randy Barr, Cisco  

3:00 pm Break Sponsored by VeriSign 
3:15 pm Panel 3:  Risk Management Implications of 

Web-Based Business Applications on Data 
Security, Data Integrity, Impact on Other 
Applications, and Consumer and Privacy 
Protection 
 

Moderator:  Ken Schaeffler, Comerica  
Dan Geer, Verdasys 
John Richards, Wachovia 
Raj Chauhan, Prudential Financial 
Mike McKeown, National Cyber-

Forensics and Training Alliance 
4:30 pm Panel 4:  Regulatory and Supervisory 

Requirements and Expectations for Web-
Based Application Security 

Moderator:  John Carlson, BITS  
Bob Phelps, OCC 
Joel Winston, FTC  
Valerie Abend, US Treasury Department 

5:30 pm  Adjourn  
5:30-6:30 pm Networking Reception Sponsored by Discover Network 
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Day Two - Friday, March 7, 2008 
7:15 am Continental Breakfast Sponsored by VeriSign 
8:00 am Welcome and Recap of Key Issues, 

Consensus Points and Unresolved Questions 
from Day One 

Tom Doughty, Prudential Financial 

8:10 am Software Security Best Practices for the 
Enterprise 

Gary McGraw, Cigital 

9:00 am 
 

Panel 5: Technologies and Tools for 
Managing Web-Based Business 
Applications:  Application Software 
Scanning, Software Developer Certification, 
and Investigations and Loss Mitigation 

Moderator: Sam Phillips, Bank of America 
Chris Young, RSA/EMC  
Stephen Spoonamore, Cybrinth  
Sam Szwalbenest, JPMC 
Roger Thornton, Fortify  

10:30 am Break Sponsored by VeriSign 
10:45 am 
 
 

Panel 6:  Collaboration Strategies and Public 
Policy Considerations to Mitigate Risk 

Moderator:  Tom Doughty, Prudential Financial 
Paul Kurtz, Good Harbor Consulting 
Matthew Moynahan, Veracode 
Dan Schutzer, FSTC 
Bob Wilkinson, Citigroup 
Jim Gross, Wells Fargo 

12:00 noon Recap and Next Steps for BITS Leigh Williams, BITS  
12:15 pm  Adjourn  

 
 




